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AWS Business Essentials

_ Module 1: Getting Started with the Cloud

Module 2: Leveraging AWS for Competitive Advantages
Module 3: Cloud Economics

Module 4: Security and Compliance

Module 5: Migrating to the Cloud
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What’s in Module 1

> @ What is cloud computing?
# Why do organizations leverage cloud computing services?

@ Who is using cloud computing services?
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Module 1: Getting Started with the Cloud » Part 1: What Is Cloud Computing?

Cloud Computing: the on-demand delivery of IT resources and applications

(4 (2
via the Internet, with pay-as-you-go pricing.
(1) (3)
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© Anywhere internet, anywhere cloud
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Module 1: Getting Started with the Cloud » Part 1: What Is Cloud Computing?
@® IT Resources and Applications

« Compute and networking

+ Storage

+ Database

» Application services |
- Deployment and management
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Module 1: Getting Started with the Cloud » Part 1: What Is Cloud Computing?
@® IT Resources and Applications

Inflexible

= Large initial purchases

= Labor, patches, and upgrade cycles
= Systems administration

= Fixed capacity

= Procurement and setup

» Limited geographic regions
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Module 1: Getting Started with the Cloud » Part 1: What Is Cloud Computing?
@® IT Resources and Applications

On-Premises Cloud
Resources Resources
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The Cloud Isn’t An “All or Nothing” Choice
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Module 1: Getting Started with the Cloud » Part 1: What Is Cloud Computing?
® Pay As You Go + @ On Demand

Infrastructure
Cost $

Large
Capital
Expenditure

Predicted
Demand

—_— Traditional
Hardware

Opportunity
Cost

Actual
Demand

Cloud

time
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What’s in Module 1

# What is cloud computing?
.» @ Why do organizations leverage cloud computing services?

# Who is using cloud computing services?
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?

Three Advantages and Benefits

AWS

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Speed to Market

-

Resource Optimization

$

Operational Efficiency
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?
Speed to Market | Resource Optimization | Operational Efficiency

Increase Agility through Experimentation

w» Reduce the time to get resources available (just minutes).

$

s Lower the cost and time to experiment and develop.

A — Speecli t&
W¢ INncrease agility Tor your organization. e
Agility

_ NENE .
z:;gﬁ mazon | Training and
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?
Speed to Market | Resource Optimization | Operational Efficiency

Go global in minutes ..

@ Lsad ¢®

® Edge POP
O Infrastructure Region

L]
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?
Speed to Market | Resource Optimization | Operational Efficiency

Regions

# Choose which region:
v Optimize latency
v Minimize costs
v Regulatory requirements
v Available features

@ Traffic transfers over the Internet
(1) Encrypt your data

_ ¥ -
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?
Speed to Market | Resource Optimization | Operational Efficiency

Availability Zones

#» Associated with datacenters within each Region
# Isolated from other Availability Zones

# Connected by a low-latency link

_ § "
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?
Speed to Market | Resource Optimization | Operational Efficiency

Stop Guessing Capacity

Actual Resources scaled to demand
A Demand A i .
Predicted , / retual d .
Demand ,/ _ ctual deman
S ’
P - -~ - — e - " 4

Waste Customer

Dissatisfaction

> -
Rigid On-Premises Resources Elastic Cloud-Based Resources
EE [ = 1>
== ( 1 )
LT
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?
Speed to Market | Resource Optimization | Operational Efficiency

# Edge locations host a CDN

* Web sites
* Dynamic/static
 Streaming

equests routed to the nearest edge location

o R
i Faster content delivery

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?
Speed to Market | Resource Optimization | Operational Efficiency

Trading CAPEX for OPEX

Cost savings from running
internal IT more efficiently

Cost savings from moving
to a public cloud provider

On-premises On-premises AWS
traditional virtualized
data center data center

LI
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?

Speed to Market | Resource Optimization | Operational Efficiency

Benefit from Massive Economies of Scale

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Lower
infrastructure
costs

Economies
of scale

Value
Based
Pricing

More
infrastructure

More
customers

More
AWS usage
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Module 1: Getting Started with the Cloud » Part 2: Why Do Organizations Leverage Cloud Computing Services?

A Quick Review

B s

v" Increase agility through experimentation

v Stop guessing capacity
v" Trade CAPEX for OPEX

v" Go global in minutes

\_

v Benefit from massive economies of scale

~

J

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Speed to Market

Resource Optimization

$

Operational Efficiency
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What’s in Module 1

@ What is cloud computing?
# Why do organizations leverage cloud computing services?

.» # Who is using cloud computing services?
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Module 1: Getting Started with the Cloud » Part 3: Who Is Using Cloud Computing Services?
AWS Customers

Over 1 million Active customers in 190 countries
Enterprises Startups Public Sectors
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Key Takeaways

# What is cloud computing?
 The on-demand delivery of IT resources and applications via the Internet,

with pay-as-you-go pricing.

@ What are the three key advantages of the cloud?

« [Faster speed to market.
« Optimization of resources.

* Increased operational efficiency.

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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AWS Business Essentials

Module 1: Getting Started with the Cloud
> Module 2: Leveraging AWS for Competitive Advantages
Module 3: Cloud Economics
Module 4: Security and Compliance
Module 5: Migrating to the Cloud

CLLL
. . .. . TLL Z Training and
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. N vave'g‘sgm‘c)e's! Cemﬁ”(?atbn 23



Module 2: Leveraging AWS for Competitive Advantages

What’s in Module 2

# Cloud com P utin g framework

w# Disaster recovery

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Part 1 Cloud Computing Framework

Business challenges
Cloud computing infrastructure

The AWS core services

NENE
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework

Business Challenges

# Budget constraints

# Complex infrastructure management and deployment
# Slower scalability

# Low speed to market

# Security concerns and compliance requirement

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Cloud Computing Infrastructure

fn PuucSubnoH ) ,-n \

AutoScalmg l AmoScahg l\

®~ DB Instance
Private Subnet 1 2 b .
o
——— ——— -E =
Hasto® | Gateway | ‘ Service | a® .
PostgreSaL | |,
l DB Instance
stance tog | l Ama Ecz Amaz Ecz . '
Basti zon on
L astion ) \Metnc | l | lj \Amazon RDS

Gatgway Balancers v
' o B
| |
Post QL
Amazon EC2 | Amuon EC2 | DB I?\:fmv
| Auto scaling ' | Auto scaling '
L, N LU Private D8
Private Subnet 2 Subnet 2
- /
QL
N oo Mnwyzoe N =
\ Virtual Private Cloud /
AWS Cloud

m

[
I Amazon Simple
| Storage Service

(S3)

: Amazon Elastic

= ' esssssssosas J- ;.':::::;_—;—;4_—::-_-__/:J
g— gﬂicg /_a | * il * 't /ﬂ : |

Block Storage AWS CloudTrail
(EBS)

o

AWS
; CloudFormation  Route 53

'y

Amazon SNS

/. CloudWatch

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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High Availability
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework

Complicated? =« :-

£ o iy
tarce l

Basbon . '.“‘; |*'-"' |M oon BG2 4

i . > 3 !c t! i
7’)7 @ Bk Lont & lu Anvilll‘gul.
HE- oty n

Pt Babenl 2
Anuu w0 | Aﬂ l\l(.ll
- | ey | | nszuam |

1 U S e r " = NN
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. N eemsgrﬁgg

Training and
Certification



Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework

Cloud Computing Infrastructure: 1 User
- —¥

i Amazon Route 53 for DNS | Amazon
User Route 53
# A single Amazon EC2 instance @ / ~
With full stack on this host
Web app
Database
Management .
Amazon
EC2
instance
o 9%
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. g::ii@gﬁz’&g Jaining and 29




Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework

AWS Compute Services

Elastic

Amazon
EC2

Server rack

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

In the cloud
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework

AWS Compute Services

Amazon = General purpose Instances
EC2
= Compute-optimized - : _
Types . Sizes
= Memory-optimized .

= Storage-optimized -

= GPU

From Nano to 8xlarge

Easily resize an instance

-~

o

= Choose an operating system type and version
= Create and customize your own AMIs

J

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
AWS Core Services Summary

Compute ‘

Amazon
EC2
Networking 1-
Amazon
Route 53
Storage
Database

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Cloud Computing Infrastructure: 1 User

Challenges:

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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User

Amazon
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Cloud Computing Infrastructure: Users > 1

° =t

Separate out the single host into: —— Amazon

User

Route 53

wr Web host

w Database host

» Make use of a database service?

8

Web Database
Instance Instance

- /

WENE
cceramazon | Traning and 34
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework
AWS Database Services: Database Options

Self-managed

Database server on

Amazon RDS
Amazon EC2
«  Bring Your Own * BYOLor
License (BYOL)  License included

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Fully managed

Amazon
Redshift

Amazon
DynamoDB

- Seamless scalability « Petabyte-scale data
 Zero administration « Easy to scale, fast
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Cloud Computing Infrastructure: Users > 100
°—F

Separate out the single host into: ——— Amazon

Route 53
W Web host

w Database host

« Amazon RDS: make your life easier

8O

Web RDS DB
instance instance

- /

_ NBNg ,
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

AWS Core Services Summary

Compute ‘

Amazon
EC2

Networking 1-

Amazon
Route 53

Storage

Database .

Amazon
RDS

Amazon Aurora

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Cloud Computing Infrastructure: Users > 1000

La

P
Amazon

Challenge: Too many eggs in one basket User Route 53

-
- > 8O
No failover

Web RDS DB
instance instance

redundancy

- /
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Cloud Computing Infrastructure: Users > 1000 Y

Amazon
Route 53

Solution:

## Another web instance - /jSoe/mM &K -

* In another Availability Zone |
I
I
I
I
I
I
: Instance Instance
I
I
I
I
I
I

w RDS Multi-AZ

s Elastic Load Balancing (ELB)

Web Web
m E
RDS DB Instance I| RDS DB Instance
Active (Multi-AZ) | Standby (Multi-AZ)
\ Availability Zone }\ Availability Zone
Ay zone N waiabiity Zone
- T;::’Em’s o

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. "B amMazon | franing and




Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

AWS Compute Services

---------------------------------------------------------
-

Elastic Load
Balancing

Elastic Load
Balancing

ir Health checks on hosts
it Distribution of traffic

% Dynamic addition and removal of EC2 hosts

Classic Load Balancer: balance traffic on network layer (HTTP(S), TCP/SSL)
TWO Types

Application Load Balancer: balance traffic on application level

_ HEus -
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
AWS Core Services Summary

Compute ‘ ‘

Amazon Elastic Load
EC2 Balancing
Networking 1-
Amazon
Route 53

Storage

Database .

Amazon
RDS
Amazon Aurora
_ i -
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Cloud Computing Infrastructure: Users > 10,000s-100,000s

What about
performance and efficiency?

>

CLLL
. . . . TL ¥4 Training and
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Cloud Computing Infrastructure: Users > 10,000s-100,000s

Lighten the Load

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Cloud Computing Infrastructure: Users > 10,000s-100,000s O/
> —
T Amazons Amazon
. Route 5
Shift some load around User CloudFront

________ . \

Static content to: ( Elastic Load

Balancing

\

I

I

¥ |

I

I

_ '
: Amazon S3

I

I

I

I

I

I

|

e Amazon S3

e Amazon CloudFront

Web Instances

m
RDS DB Instance
Active (Multi-AZ)

\k Availability Zone / /
~N0 - _

. T;::’Em’s o
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

AWS Storage Services

Amazon
S3
i Object storage and distribution for the internet
i 99.999999999% durability
i Storage classes
v' Standard
v Standard — Infrequent Access
) Delete
v .
] Upload Glacier

. ¥ -
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Cloud Computing Infrastructure: Users > 10,000s-100,000s

Shift some load around

i Static content to Amazon S3 and
Amazon CloudFront

i Session/state to Amazon DynamoDB

i DB caching to Amazon ElastiCache

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Amazon
CloudFront

Route 53

Elastic Load
Balancing

\ 4

i\

Web Instances

-2

ElastiCache
RDS DB Instance
Active (Multi-AZ)

Availability Zone

- h

Amazon S3

I
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: DynamoDB
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework
AWS Core Services Summary

Compute ‘ ‘

Amazon Elastic Load
EC2 Balancing
Networking 1-
Amazon
Route 53
Storage 1 B
Amazon S3 CloudFront
Database Amazon DynamoDB
RDS
Amazon Aurora

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Auto Scaling!

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework
AWS Compute and Management Services

e

Auto
Scaling

Automatic resizing of compute clusters
Define min/max pool sizes

Amazon CloudWatch metrics drive scaling

L

Amazon
CloudWatch

Monitor resources and application automatically

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Typical Weekly Traffic to Amazon.com

Sunday Monday Tuesday  Wednesday  Thursday

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Typical Weekly Traffic to Amazon.com

Provisioned capacity

Sunday Monday Tuesday  Wednesday  Thursday

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
November Traffic to Amazon.com

November

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
November Traffic to Amazon.com

Provisioned capacity
e ————————————

November
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
November Traffic to Amazon.com

16%

Provisioned capacity

November

24%

UL
“amazon | Traning and
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
November Traffic to Amazon.com

November
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Auto Scaling
lets you do this!

Use it from the very beginning!

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Training and
Certification



Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Cloud Computing Infrastructure: Users > 500,000

[E—

' Amazon

Route 53

Amazon
CloudFront

: : ) ) ) Elastic Load
Bal ricing

Amazon S3

I
I
| |
| |
| | | DynamoDB
RDS DB Instance RDS DB Instance  ElastiCache Il RDS DB Instance RDS DB Instance  ElastiCache |
Active (Multi-AZ) Read Replica ll |\ Standby (Multi-AZ) Read Replica |
A — pvalaolty zone /N Mellyzoe S J
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

AWS Core Services Summary

Compute ‘

Amazon
EC2

Networking 1-

Amazon
Route 53

Storage

Amazon S3

Database

Amazon
RDS

Amazon Aurora

Elastic Load
Balancing

ik

CloudFront

DynamoDB
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework

Use automation

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Application and Resource Management

* Deploy code into the cloud « Manage infrastructure « Define infrastructure you want build

AWS Elastic AWS AWS
Beanstalk OpsWorks CloudFormation
Convenience Control

LY
. . . . l’ ramaz Training and
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework
Cloud Computing Infrastructure: Users > 1 million

——)

Amazon
Route 53

Amazon

User CloudFront
____________________________ - \ Amazon S3
’ |
— .  Elastic Load I
| Balancin —
! g ( |

Amazon SQS

i

I

. y |
+ Worker Worker -

% CACHE I Instance Instance I I . -

N~ —_— - e —

I

I

I

I

I

I

I

DynamoDB

ElastiCache ( —_ " T _~| Lambda
i X
RDS DB Instance RDS DB Instance RDS DB Instance " Internal App Internal App I V
Read Replica Read Replica Active (Multi-AZ) | Instance Instance Amazon Amazon SNS

\ N s e —" / CloudWatch
N Availabilty zone ST y
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

AWS Core Services Summary

Compute ‘

Storage

Amazon S3

Database
Amazon

RDS
Amazon Aurora

Elastic Load
Balancing

ik

CloudFront

DynamoDB
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Module 2: Leveraging AWS for Competitive Advantages » Part 1. Cloud Computing Framework

Case Study: Airbnb

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework @ qirbnb
Case Study: Airbnb

Total number of guests

15M ....................................................................................................................................................................................................

12M ..................................................................................................................................................................................................

9M ..................................................................................................................................................................................................

G ] TSSO
January 2013

10 D M- \ 4L (o] ——

Mar 2009 Sep 2009 Mar 2010 Mar2011  Sep 2011 Mar 2012 Sep 2012 Mar 2013 Sep 2013 Mar 2014
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Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework & qirbnb

Case Study: Airbnb
March 2016

Total number of guests 80 Million
Up by over 10 million in one year

June 2014
1 5M LR R -s

B e ol ' .- L LI '..........15.Mi1_'mn..

12M A AR R R R R R R R T N Y R R R LA AR R R R R EREEREEEREEN) L I I
\QNM,‘ 0.‘...O‘..O...............‘........‘......O........Q..OO................O.I....Q..

@M PE R AR

.“‘..‘.........................CQ........C.O............Q........

\ISV\M AL L

.....‘............Q.O.....................‘.......00...0.

Mar 2065 $ap 2009 Mar 2010 Marzell, $ep 201 Mar 2012 3ep W12 Mar 2013 Sep 2013 Mar 2014 Jun 2014 Mar 2018
4 amazon | Traning anc
1T raining an
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. B vooemicos | Cortification 65



Module 2: Leveraging AWS for Competitive Advantages » Part 1: Cloud Computing Framework
Key Takeaways

What are the key features of the cloud computing infrastructure?
» Elasticity
* High availability

e Security

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Part 2 Big Data

Business challenges
Cloud computing solutions

The AWS big data services

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 2: Big Data
Business Challenges

How is my marketing campaign performing? Which devices are showing time for maintenance?

Why is my most profitable region not growing? Who are my top customers and what are they buying?
Lots of data .
Lots and lots of questions ” Few insights

How much inventory do | have? How is my employee satisfaction trending?

What is my product profitability by region? Has my fraud account expense increased?

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. “riramazon éﬁﬁ%ﬁgg 68



Module 2: Leveraging AWS for Competitive Advantages » Part 2: Big Data

A Natural Fit for Big Data

Potentially massive data sets Massive, virtually unlimited capacity

lterative and experimental data analysis On-demand infrastructure
Frequent peaks and valleys of workload Elasticity

Structured and unstructured data Tools and services for diverse data

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. : eg‘sgrﬁ?eg gg'rra'f”‘fqﬁgg
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Module 2: Leveraging AWS for Competitive Advantages » Part 2: Big Data
Cloud Computing Solutions: On-Demand Analytics

—

—
Sales orders, inventory & Data is uploaded Amazon EMR with spot Processed Data is loaded Reporting, business apps,
trends data from multiple to 53 for staging instances is used to sort, into Amazon Redshift and business intelligence
online and physical locations aggregate and join datasets

REAL-TIME STREAMIMNG

Real-time data is loaded and processed Real-time data is Updated information
with Amazon Kinesis Streams uploaded to DynamoDB immediately available online
to business users & customers

CLLL
TLT ¥4 Training and
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Module 2: Leveraging AWS for Competitive Advantages » Part 2: Big Data
Cloud Computing Solutions: Data Warehousing

Data Sources S3 EMR S3
Upload data Use Amazon EMR Load formatted
from multiple to transform and and deansed
sources into 53 cleanse the data data into 53
(ETL)

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Redshift QuickSight
Redshift loads data Analyze and visualize
in parallel optimizing data with Amazon
it for fast analytics Quicksight
queries
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Module 2: Leveraging AWS for Competitive Advantages » Part 2: Big Data
AWS Services Summary

Amazon

QuickSight
Networking

Compute
Core . ‘ ‘
J

Services Amazon EC2
AWS | -
Lambda i Amazon VPC AWS Direct

Database

Amazon  DynamoDB
RDS

Storage

Amazon Amazon

EBS Glacier
Connect ‘
Elastic Load » ‘ W
Balancing oud Amazon S3
_ Amazon CloudFront '
Auto Scaling ElastiCache
Route 53
_ NEEs o
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Part 3 Mobile

Business challenges
Cloud computing solutions

The AWS mobile services

BENE
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile
Business Challenges

What makes your mobile apps unique?

Where are you spending most of your time?

The undifferentiated heavy lifting that today’s apps need

The great stuff that makes your app unique

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Undifferentiated Heavy Lifting

Authenticate Users

USERS Authorize Users

Analyze User Behavior

Synchronize User Data
DATA Store Shared Data
Capture Real-time Stream Data

Store & Share Media
Deliver Media

MEDIA

LOGIC Run Server-Side Business Logic

MESSAGING Send Push Notifications
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile
Undifferentiated Heavy Lifting

Authenticate Users

USERS Authorize Users

Analyze User Behavior

Synchronize User Data
DATA Store Shared Data
Capture Real-time Stream Data

Store & Share Media
Deliver Media

MEDIA

LOGIC Run Server-Side Business Logic

MESSAGING Send Push Notifications

Client Code

Handling Transient Network Conditions

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile
Cloud Computing Solutions

AWS Mobile Solutions make the
undifferentiated heavy lifting easy.

!

You can focus on what makes your
app unique!

BN
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile
Cloud Computing Solutions

Authenticate Users

USERS Authorize Users

Analyze User Behavior

Synchronize User Data
DATA Store Shared Data
Capture Real-time Stream Data

Store & Share Media
Deliver Media

MEDIA

LOGIC Run Server-Side Business Logic

MESSAGING Send Push Notifications

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile

AWS Mobile Services

Authenticate Users F ol ?
USERS Authorize Users J s
Analyze User BehaVior ér:g?rfict)g Mob'?;emii(;?ytics AWS 1AM
Synchronize User Data a .
DATA Store Shared Data
Amazon Amazon
i inesi D DB
Capture Real-time Stream Data e b
, m—
MEDIA Store & Share Media E s
Deliver Media Amazon S3 Amazon
Transfer Manager CloudFront
din
L OGIC Run Server-Side Business Logic N~
AWS
Lambda
MESSAGING Send Push Notifications .
Amazon
SNS
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Module 2: Leveraging AWS for Competitive Advantages » Part 3. Mobile
AWS Services Summary

d, =)
"
Amazon

. Amazon

Platform
L Cognito
Services Amazr?_n Kinesis Amazon ?
Redshift SNS
Amazon Arlg Amazon
QuickSight Mobile Analytics
Compute | Networking | Storage | Database
! | d— :
Core . ‘ | ‘ | | .
Services Amazon EC2 | | i
aws | ¥ | Amazon Amazon | Amazon  DynamoDB
Lambda | AmazonVPC _ Aws Direct | EBS Glacier | RDS
Connect | offig * :
Elastic Load | i e |
Auto Scali Amazon CloudFront ElastiCache
uto Scaling Route 53
. j’i‘;f?
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile

Case Study: HTC h T C

Founded in 1997

Global footprint

Portfolio: smartphones and tablets

Award-winning mobile devices and industry firsts
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Module 2: Leveraging AWS for Competitive Advantages » Part 3. Mobile

Case Study: HTC — Challenges h T C

Be agile

~ Rapid release cycle » Need someone do it better

» Unpredictable consumer response and more efficiently

» Worldwide deployment
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile
Case Study: HTC — Solutions

Amazon Amazon S3

Manage and move terabytes of customer data every day.

Auto
Scaling  CloudFormation

AWS

Monitor. = i . ‘ ‘ .l_

Amazon VPC Amazon EBS Amazon Amazon Elastic Load Amazon
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Module 2: Leveraging AWS for Competitive Advantages » Part 3: Mobile

Case Study: HTC — Results h -I— C

$$3

Cost

@ Speed, Customer Satisfaction @

Became more flexible and agile, even with tight release cycles.
Time to market has improved.
Reacted quickly to the rapid user growth in HTC Share Service.

Provided a good customer experience: reducing latency; improving availability.

“2:-amazon
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Part 4 Disaster Recovery

Business challenges
Cloud computing solutions

The AWS Services for disaster recovery

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery
Business Challenges

Business continuity is broken

Hardware or software failure
Network outage, power outage
Physical damage to a building

Human error

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

Business Challenges

Traditional Environment vs. AWS
Traditional Environment

# Duplication of infrastructure
w Large procurements

w Ongoing maintenance

w Underutilized resources

\_

~

AWS

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Scale infrastructure up and down
Provision resources globally

Change and optimize resources
during a DR scenario

Tools for segregation of duties
Automate deployment
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Module 2: Leveraging AWS for Competitive Advantages » Part 4: Disaster Recovery

Business Challenges

Traditional Environment vs. AWS

Traditional Environment

-

Duplication of infrastructure
Large procurements
Ongoing maintenance
Underutilized resources

\_

~

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

AWS

-

i Scale infrastructure up and down

i Change and optimize resources
during a DR scenario

w Automate deployment
i Prowsmn resources gIobaIIy
wFast! |

\_

J
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Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

Cloud Computing Solutions for DR
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Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

DR Approaches: Pilot Light and Warm Standby

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.




Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

Pilot Light Recovery Approach

Corporate
Data Center

Reverse Proxy/
Caching Server

Application
Server

Database
Server

\

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Application

Server

Data Mirroring
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Server
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Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

Pilot Light Recovery Approach 1-

/ Corporate \ Amazon

Pilot Light System \

Data Center Route 53
Reverse
Reverse Proxy/ PrO)_(y/ )
Caching
Server
_Starts in
- Minutes
Application y
Server
N
Add more
capacity
Slave
Database S -oooa ananans mmmm oo if needed
Server Data Mirroring Database |

Replication ‘ Server

N U | Y

1]
ceramazon | Training and
©% webservices | Certification

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

Warm Standby Recovery Approach

Corporate

-

Data Center

Reverse Proxy/
Caching Server

Application
Server

Database
Server

|

Application
Data Source
Cut Over

Data Mirroring
Replication

Reverse
Proxy/

Caching
Server

Application

Server

Slave
Database
Server

/ LY
\
\\
7 RASIJ?EOS'; }(@ Scaled Down Standby

/
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Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

Warm Standby Recovery Approach

-

Corporate
Data Center

~
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Amazon
Route 53

Application

Data Source

Cut Over

Replication

Data Mirroring

Reverse
Proxy/

Caching
Server

Application
Server

Slave
Database
Server

Scaled Up and Out
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Module 2: Leveraging AWS for Competitive Advantages » Part 4: Disaster Recovery
AWS Networking Services: Amazon Virtual Private Cloud

VPC Connectivity

-y
-y
-~
al

o e
S \\ -~
Amazon O W T~
\\ S ~~~~
~ -
VPC oS ~
N ~ S=a
N S~ ~>
h \©
Y
N
\\ ~
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Internet

Corporate Data
Center

Internet and

Corporate Data
Center

Other VPCs

Gateway
Connections:

Internet Gateway

Virtual Private
Gateway

Internet Gateway and
Virtual Private
Gateway

VPC Peering
Connections
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Module 2: Leveraging AWS for Competitive Advantages » Part 4. Disaster Recovery

AWS Services Summary

. Amazon

ar

¥ O

AWS AWS

(sl
. Amazon

Platform Coani -
. inesi ognito OpsWorks CloudFormation
Services Amazr?_? Kinesis Amazon
Redshift SNS
‘ l = IAM . l
Amazon A?&ZF?” Amazon - CI(;A:JV(;/'?raiI
QuickSight Mobile Analytics CloudWatch
Compute | Networking | Storage | Database
i ! — :
t = ¢ B ®
Services | T |
Amazon EC2 AWS ¥ | Amazon Amazon ! Amazon  DynamoDB
Lambda | AmMazonVPC _ AwS Direct | EBS Glacier | RDS
‘ ! Connect |  offig * | :
Elastic Load »:‘ i ’ LB Amazon S3 :
Balancing : Amazon CloudFront ElastiCache
Auto Scaling Route 53
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AWS Business Essentials

Module 1. Getting Started with the Cloud

Module 2: Leveraging AWS for Competitive Advantages
> Module 3: Cloud Economics

Module 4: Security and Compliance

Module 5: Migrating to the Cloud
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Module 3: Cloud Economics

What’s in Module 3

.~ @ AWS pricing principles
@ The simple monthly calculator
@ TCO

@ Cost optimization

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 3: Cloud Economics » Part 1: AWS Pricing Principles
Four Basic Principles

COST, $
COST PER UNIT

USAGE OVER TIME USAGE OVER TIME
Pay as you go o o Pay less per unit by using more
e O
: 2 :
: B - g
2 T E AN . L
PURCHASE TYPE ] _
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Module 3: Cloud Economics » Part 1: AWS Pricing Principles » Four Basic Principles

O Pay As You Go

% No minimum commitments or long-term contracts
i No upfront expense
Wl

ow Vvariable costs

COST, $

i Pay only for what you use

USAGE OVER TIME

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. %% web



Module 3: Cloud Economics » Part 1: AWS Pricing Principles » Four Basic Principles

© Pay As You Go

ON PREMISES/COLOCATION ------=-=------=» AWS

($

0 1/2 YR 1YR 0 1/2 YR TYR

O UNDERUTILIZATION

HENE
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Module 3: Cloud Economics » Part 1: AWS Pricing Principles » Four Basic Principles

® Pay Less per Unit by Using More

% Save more as your usage grows
i Pay less per GB

i Get volume discounts by reserving more

COST PER UNIT

USAGE OVER TIME

_I [
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 'amazon '(F;r‘?nmlﬁrcbga%g 102



Module 3: Cloud Economics » Part 1: AWS Pricing Principles » Four Basic Principles

® Pay Less per Unit by Using More

UP to 1TB NEXT 49TB
STORAGE STORAGE

|

0.03 GB/month 0.0295 GB/month

S

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

NEXT 450TB
STORAGE
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Module 3: Cloud Economics » Part 1: AWS Pricing Principles » Four Basic Principles
©® Pay Less When You Reserve

i Get a bigger discount when you pay more upfront
i Get a significantly discounted hourly rate

s Overall savings of up to 75%

PRICE

I—
=z
Qo
o
H
o
-
-
=
<
o

ON-DEMAND
FULL UP-FRONT

PURCHASE TYPE
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Module 3: Cloud Economics » Part 1: AWS Pricing Principles » Four Basic Principles

® Pay Less When You Reserve

EC2 . EC2 . EC2
ma. TToTTTTETETTTY mé. TTTTTTTTTETTY mé.
large large large
TYR 1T YR 1YR
NO UPFRONT PARTIAL UPFRONT ALL UPFRONT
ON $727.08/yr ON $614.60/yr ON $603/yr
DEMAND RESERVED (NURI) DEMAND RESERVED (PURI) DEMAND RESERVED (AURI)

VS, g Vs. Vs.
=
= %
32% SAVINGS 41% SAVINGS 43% SAVINGS

WENE
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Module 3: Cloud Economics » Part 1. AWS Pricing Principles
Pricing Principles for Compute

Optimize and combine purchase types:

On-Demand Reserved Spot Dedicated
K S A
o~
> ! > . » ‘ »>
Spiky workloads Steady-state workloads Time-insensitive workloads Highly sensitive workloads
= Pay by the hour = Pay upfront = Bid for unused » |solated, steady-
= No long-term = 50-75% lower hourly EC2 capacity state workloads
commitments rate

Get started on AWS with free usage & no commitment.

LI
“:::amazon
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Module 3: Cloud Economics » Part 1: AWS Pricing Principles » Four Basic Principles
® Benefit from AWS Economies of Scale

Value
Based
Pricing

i Lower price and more customers/usage

$

Lower
infrastructure
costs

More
customers

it Lower cost and continuous innovation

Economies More ‘

of scale AWS usage W Lower priceS

More
infrastructure

]
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Module 3: Cloud Economics

What’s in Module 3

# AWS pricing principles
> @ The simple monthly calculator
w TCO

@ Cost optimization

LLL
; ; . : cLrramazon | Training and
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 8% webservices Cerhﬁcgation 108



Module 3: Cloud Economics » Part 2: The Simple Monthly Calculator
The Simple Monthly Calculator

_ Ny Language: ggish
fLeramazon
¥ webservices SIMPLE MONTHLY CALCULATOR

" @ Atool to estimate price for
Need Help? Watch the Videos or Read How AWS Pricing Works

Get Started with AWS: Learn more about our Free Tier or Sign Up for an AWS Account »

numerous AWS services

Raset Al Services Estimate of your Monthly Bill ($ 0.00)
Choose region: US East / US Standard (Vrpna)

Common
3 Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month Samples
| Amazon 82 @ [a st 0 -ao;xn&amec(zég)anomu,”:r:mn mpute capacy I the cloud. 1 Is designed 10 ke web-scale Compuling eeser ﬁ-n“..
Comp Amazon EC2 Instances: T 1 I
Pt A e - T mogmse Estimate monthly bill
e i 3 Bemmstak Dut | |
I A single instance
e .- T e o Individual services
Individual or multiple prices
Storage: Amazon Volumes: ‘European Web
| Description mm Volume Type 'Storage  10°S  Baseline Throughput | Snapshot Storage S .
o;muam o—
um.'
e i Appraise complete solutions
Number of Additional Elastic 1Ps: 0
Elastic IF Non-attached Time

0 HoursMon O

Number of Elastc 1P Remaps: o PerMonth <

Templates
http://calculator.s3.amazonaws.com/index.html

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ‘Lramazon | Traning and
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Module 3: Cloud Economics » Part 2: The Simple Monthly Calculator

Single Service Pricing — EC2

i .a'ﬁ Language: gngiah o

amazon
webservices SIMPLE MONTHLY CALCULATOR Need Help? Watch the Videos or Read How AWS Pricing Works

Get Started with AWS: Learn more about our Free Tier or Sign Up for an AWS Account »

=mmm=mmnmwumuum v
Pesst Al Services Estimate of your Monthly Bill ($ 58.20)  Common
Choose reglon: US-East / US Standard (Vignia)  © Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month Samples

mmmmmtmmm)uammmmm mmunmaunsmwmmwuw Cioa Ferm e
for developers, Amazon Elastic Block Store (EBS) provides persistent storage to Amazon EC2 Instances.
Compute: Amazon EC2 Instances:

Description Instances  Usage Type Biling Option [ Monktiy
Q| Tost 5| 100 % Utizeq ¢ [Linux on tl.micro @ On-Demand (NoCor g | $73.20
© |Add New Row
Compute: Amazon EC2 Dedicated Hosts:

Description  Number of Hosts | Usage Type | Biling Option
© |Add New Row
Storage: Amazon EBS Volumes:

: [Volumes  Volume Type /Storage  IOPS  Baseline Throughput  Snapshot Storage

© | Add New Row
Elastic IP:

Number of Additional Elastic 1Ps: 0

Elastic IP Non-attached Time: 0 Hours/Mon O

Number of Elastic IP Remaps: 0 PeorMonth ©

L)
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Module 3: Cloud Economics » Part 2: The Simple Monthly Calculator
Single Service with Price Window

mazon

Select Instance Type

a (~ Operating System
webservices SIMPLE MONT | -~ windows ® Lnue
Windows and Std. SQL Server Red Hat Enterprise Linux EBS-Optimized
Windows and Web SQL Server SUSE Linux Enterprise Server
Windows and Enterprise SQL Server
FREE USAGE TIER: New Customars ¢ - ‘ — :
v - \ e EBS | On-Demand | Reserved Effective
Resst Al Services Select Name vepu | MEMOTY | Sorage 1o ; ot | Hourly Cost
(GiB) (GB) Opt. | Hourly Cost (Savings %) *
Choose reglon: US-East/USSH |« [t1.micro 1 0.6 - | Very Low - $0.020 $0.008 (59%)
"“ Amazon Elastic Compute Cloud t2.nano 1 0.5 «= | Low - $0,007 §0.003 (55%)
for developers. Amazon Elastic t2.micro 1 1.0 — | Low to Moderate| - $0.013 $0.006 (568
Compute: Amazon EC2 Instal 12.small 1 2.0 -- | Low to Moderate | -~ $0.026 §0.012 (36%)
Description t2.medium 2 4.0 - |Low to Moderate | - $0.082 $0.021 (56%)
O ! 12 large 2 8.0 -= | Low to Moderate | -- $0.104 §0.046 (56%)
- m4.large 2| 80 -« | Moderate Yes $0.120|  $0.045 (63%)
md . xlarge 4 16.0 -= | Hi Yes $0.239 $0.089 (63%
O Add New Row e oh )
md.2xlarge 8 32.0 «= | High Yes §0.479 §0.179 (63%)
Compute: Amazon EC2 Dedic m4.4xlarge 16 64.0 -= | High Yes $0.958 §0.357 (63%)
Description Number ¢ m4.10xlarge | 40 | 160.0 -- |10 Gigabit Yes $2.394 $0.893 (63%)
) Add New Row m3.medium 1 3.75 SSD 1 x4 | Moderate - 30,067 §0.026 (61%)
3 m3.large 2 7.5 SSD 1 x 32 | Moderate - $0,133 $0.052 (61%)
m3.xlarge 4 15.0 S50 2 x 40 | High Yes §0.266 §0.10% (61%)
Storage: Amazon EBS Vol m3.2xarge | 8 30.0 SSD 2 x 80 | High Yes $0.532|  $0.209 (61%)
Descrigtion Volumes: | cd.large 2 3.7 -- | Moderate Yes $0.105 $0.041 (61%)
O Add New Baw 4. xlarge 4 7.5 == | High Yes $0.209 §$0.082 (61%)
| o4 2xlarae 8 15.0 == | High Yes $0.419 $0.163 (61%)
~ Advanced Options
Show

Elastic IP;
Number of Additional Elasti

Elastic [P Non-sttached Tir!

* assumes 100% usage and Reserved Instance paid all upfront (more billing options available)

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Language:

English e

tch the Videos or Read How AWS Pricing Warks

‘e per reglon per month
cale computing easier

Monthiy
Cost

o 3 73,20

Common
Samples

Free Website on
AWS

AWS Efastic
Beanstalk Defaylt

Marketing Web
Sita

Large Web
Application (All
On-Demand)

Medis Applicatinn

European Web
Applicatian

Divaster Recovery
and Backup
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Module 3: Cloud Economics » Part 2: The Simple Monthly Calculator

Add A Second Service — Amazon S3

- NNy Language: gngian
aramazon
webservices SIMPLE MONTHLY CALCULATOR Need Melp? Watch the Videos or Read How AWS Pricing Works

Get Started with AWS: Learn more about our Free Tier or Sign Up for an AWS Account =

FREE USAGE TIER: New Customers get free usage tier for first 12 months 7
— ‘Services Estimate of your Monthly Bill ($ 3359.15)
Choose reglon: US-East / US Standard Vignia)  © Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month
o M Amazon 53 is storage for the Intemet. It is designed to make web-scale computing easier for developers. Please check the Amazon 53 Storage Classes pege details.

Standard Storage:
Storage: 100 T8 $
PUT/COPY/POST/LIST Requests: 0 Requests
GET and Other Requests: 0 Requests

Standard - Infrequent Access Storage:
Storage: 0o G8 ¢
PUT/COPY/POST/LIST Requests: 0 Requests
GET and Other Requests: 0 Requests
Ufecycte Transitions: 0 Transitions
Data Retrieval: o G ¢

Reduced Redundancy Storage:
Storage: 0o G8 <
PUT/COPY/POST/LIST Requests: 0 Requests
GET and Other Requests: 0 Requests

Data Transfer:

Olrectory Inter-Region Data Transter Out: 0 GBMonth 2
Data Transfer Out: 0 G&Month o
1]
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. .a'wm
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Module 3: Cloud Economics

What’s in Module 3

# AWS pricing principles
@ The simple monthly calculator
L @ TCO

# Cost optimization

LLL
; ; . : cLrramazon | Training and
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Module 3: Cloud Economics » Part 3: TCO

What Is TCO?

Comparative total cost of ownership analysis

1) On-premises/co-location vs. on AWS
2) Acquisition cost + operating costs

3) Entire infrastructure environment or specific workload

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 'S amazon | Traning and 114



Module 3: Cloud Economics » Part 3: TCO
Not Easy to Compare!

_ NoNm
mEramazon

47 webservices

.
\
.
R SR R R
N NN

>~ S

&Y - _— - ——
78 ’
& 4 A
4
l.-’
 J 08
S
1/
§
» 4 {
4

On-premises/co-location

. . . . amazon Training and
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Module 3: Cloud Economics » Part 3: TCO
Costs Involved in Data Center Maintenance

Hardware—server, rack Software—OS,
Server costs chassis PDUSs, Tor switches virtualization licenses
(+maintenance) (+maintenance)

Hardware—storage disks,

SAN/FC switches Storage admin costs

Storage costs

Network hardware—LAN
Network costs switches, load balancer Network admin costs
bandwidth costs

IT labor costs Server admin

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

illustrative

Facilities cost

Space Power Cooling

Facilities cost

Space Power Cooling

Facilities cost

Space Power Cooling

WENE
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Module 3: Cloud Economics » Part 3: TCO
Resources to Get You Started

ﬁl‘?a?nazon Contact Sales
©1 webservices

AWS Total Cost of Ownership (TCO) Calculator | « Modify Assumptions | |« Change Input |

AWS TCO Calculator
https://awstcocalculator.com

On-Premises vs. AWS Summary

You could save 47 % a year by moving your infrastructure to AWS.
Your three year total savings would be $ 2,738,450.

AWS Economics Center

3 Years Cost Breakdown

http://aws.amazon.com/economics/

Server || Storage: [ Network [ IT Labor

) $ 7,000,000 3 Yr. Total Cost of Ownership
Case studies and research e i
. . $ 5,000,000 Server $3.301517 § 1,846 401
http://aws.amazon.com/economics/
$ 4,000,000 : { Storage $120,170 $30,137
$ 3,000,000 - Network $ 588,502 $ 3,691
§ 2,000,000 IT-Labor $ 1,798,200 $1,198,800
§:1,000,000 Total $5.817,479 $ 3,079,020
50

On-Premises AWS AWS cost includes business level support

L)

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. '.{'g@m maﬁé‘r? 117


https://awstcocalculator.com/
http://aws.amazon.com/economics/
http://aws.amazon.com/economics/

Module 3: Cloud Economics

What’s in Module 3

# AWS pricing principles
@ The simple monthly calculator
w TCO

.» @ Cost optimization

LLL
; ; . : cLrramazon | Training and
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Module 3: Cloud Economics » Part 4. Cost Optimization

Lowering TCO Through Cost Optimization

’——————

N\
[ I
I l 'C case
| I hrOu h

91 Optim;. ..
| | atIOn
l l
I |
I | —
I | u
l l
I |
l l
I |
l l
l I
I On- Lift & Shift l Instance Right- Improved Measure, Optimized EC2 Storage Serverless Managed True AWS-
\ Premises / Sizing Elasticity Monitor, Optimization Architecture Services Optimized
. e e e e Improve

Traditional TCO Comparisons

v
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Module 3: Cloud Economics » Part 4. Cost Optimization

What Is Cost Optimization?

going from...

pay for what you use

COST PER UNIT

fo...

pay for what you need

USAGE OVER TIME

NENE
YL Training and
= gglazon iNg an: 120

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. tion



Module 3: Cloud Economics » Part 4. Cost Optimization

The Four Pillars of Cost Optimization

1

=

O Right- ® Reserved ® Increase
sizing Instances Elasticity

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

>
N

O Measure,
monitor, and
Improve



Module 3: Cloud Economics » Part 4. Cost Optimization » The Four Pillars of Cost Optimization

©® Right-Sizing

i Select the appropriate instance
w» Downsize instances

wn Leverage Amazon CloudWatch metrics

[
-

L1
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. U5 vave'g'm g.?'mﬁca”'”g 333
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Module 3: Cloud Economics » Part 4: Cost Optimization » The Four Pillars of Cost Optimization

® Reserved Instances/Capacity

Up to 75%+
savings

* Dependent on specific AWS service, size/type, and region

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Reserved Instances/Capacity

Amazon EC2
Amazon RDS
Amazon DynamoDB
Amazon Redshift
Amazon ElastiCache

# Commitment level

1 year
3 years

LT
sLeramazon | Training and

7 webservices | Certification
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Module 3: Cloud Economics » Part 4. Cost Optimization » The Four Pillars of Cost Optimization
® Reserved Instances

w Step 1: RI Coverage

» Cover always-on resources.

» Target 70—80% always-on coverage.

W Step 2: RI Utilization

» Leverage RI flexibility to increase utilization.
» Merge and split RIs as needed.
» Target 95% RI utilization rate.

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. '}:‘%’Pm gg%ngaﬁgg 124



Module 3: Cloud Economics » Part 4. Cost Optimization » The Four Pillars of Cost Optimization
© Increase Elasticity

¢ Turn off nonproduction instances

Dev/test, nonproduction instances.

# Autoscale production

Use Auto Scaling to scale up and down based on

demand and usage (eg, spikes).

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ‘L ramazon gg'r't}'{:cga?gg 125



Module 3: Cloud Economics » Part 4. Cost Optimization

Using Right-sizing and Elasticity to Lower Cost

More, smaller instances vs. fewer, larger instances

i
i
I‘ T

29 m4.large @ $0.120/hr
$2,505.60/mo*

59 t2.medium @ $0.052/hr

$2,208.96/mo*

*Assumes Linux instances in the US-East (N. Virginia) Region at 720 hours per month

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Module 3: Cloud Economics » Part 4: Cost Optimization » The Four Pillars of Cost Optimization
® Measure, Monitor, and Improve

1. Auto-tag resources.
Q 2. Identify always-on nonprod.
O 3. ldentify instances to downsize.
4. Recommend RIs to purchase.
5. Dashboard your status.
Cost Optimization Opportunities 6. Report on savings.
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. émazo“ Training and 127
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Module 3: Cloud Economics » Part 4: Cost Optimization » The Four Pillars of Cost Optimization
® Measure, Monitor, and Improve — Tools

AWS Trusted
Advisor

Optimize your AWS environment.

Reduce cost, increase performance, and improve security.

! View graphs of your costs: the last 13 months.
Forecast your likely costs: the next 3 months.

"

Cost Explorer View time data by day or month.

LLLE
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Module 3: Cloud Economics » Part 4. Cost Optimization

Cycle of Cost Optimization

LLLY
]

¥
amazon | Training and

7L
% webservices | Certification 129
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Module 3: Cloud Economics

Key Takeaways

What are the different purchase options of EC2 instances?

e On-Demand
« Reserved instances

« Spot instances

NS
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AWS Business Essentials

Module 1. Getting Started with the Cloud
Module 2: Leveraging AWS for Competitive Advantages
Module 3: Cloud Economics
> Module 4: Security and Compliance
Module 5: Migrating to the Cloud

HENE

. . . . T 1] Ti
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Module 4: Security and Compliance

What'’s in Module 4

.» @ Overview of cloud security
# Security of the cloud

@ Security in the cloud

CLLL
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Module 4: Security and Compliance » Part 1. Overview of Cloud Security

Security Is AWS Top Priority

Customer

Infrastructure Data

Platforms Integrity

- o

E
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. "B aMazon | Traning and 133



Module 4: Security and Compliance® Part 1. Overview of Cloud Security

AWS Compliance

Z
FedRAMP TZas..

& DA FI=
DICP I F | — E

SINGAPORE

: cloud 1
#o £3 A security
HIPAA A, . .
« s ce

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Maintain alignment with global requirements.
Validate security control environment.
Enable you to assess organization’s compliance.

Satisfy your regulators by automating compliance tasks.

TLL] 5fhazon Training and
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Module 4: Security and Compliance » Part 1. Overview of Cloud Security

Shared Responsibility Model for Infrastructure Services

Client-side data encryption Server-side encryption Network traffic protection

& data integrity file system and/or data encrypt_lon / .|ntegr|ty/
authentication identity

Optional — Opaque data: Os and 1s (in transit/at rest)

Foundation

: Compute Storage Databases = Networking
Services

AWS Global Regions Availability Edge
Infrastructure 9 Zones Locations

sjulodpu3
SMY

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Training and
Certification

135



Module 4: Security and Compliance » Part 1. Overview of Cloud Security

Shared Responsibility Model for Managed Services

Client-side data encryption & data Network traffic protection
integrity authentication encryption / integrity / identity

Optional — Opaque data: Os and 1s (in transit/at rest)

Platform & Application Management

Operating system & Network Configuration

Foundation

: Storage | Databases Networking
Services

AWS Global : Availability Edge
Regions ;
Infrastructure Zones Locations

sjulodpu3
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Module 4: Security and Compliance » Part 1. Overview of Cloud Security

Shared Responsibility Model for Abstracted Services

Client-side data encryption & data integrity
authentication

Optional — Opaque data: 0s Client-side data encryption provided by the
and 1s (in transit/at rest) platform protection of data at rest

Network traffic protection provided by the platform
protection of data in transit

Platform & Application Management

Operating system, network, and firewall configuration

Foundation

: Compute Storage Databases | Networking
Services

AWS Global : Availability Edge
Regions ;
Infrastructure Zones Locations

sjulodpu3
SMVY

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 4: Security and Compliance

What’s in Module 4

% Overview of cloud security
.» @ Security of the cloud

@ Security in the cloud

CLLL
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Module 4: Security and Compliance » Part 2: Security of the Cloud
AWS Security Control Framework

O Physical and environmental security

® [T operations

© Access controls

O Security policy and governance controls

©® Change management

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ﬁe'g‘sgf,?.gs‘ ggﬁ}i&%ﬁ 139



Module 4: Security and Compliance » Part 2: Security of the Cloud » AWS Security Control Framework

© Physical Security

% Building
i Perimeter and entry

i Security staff and survelillance

i Two-factor authentication

ww Escort

LT
TLL] Training and
3 mazon ng 140
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Module 4: Security and Compliance » Part 2: Security of the Cloud » AWS Security Control Framework
©® Environmental Security

i Fire detection and suppression
w Power
i Climate and temperature

i Monitoring equipment

i Storage device decommissioning

HENE
YL Z Training and
= amazon inNg 141

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. © webservices | Certification



Module 4: Security and Compliance » Part 2: Security of the Cloud » AWS Security Control Framework
©® Physical and Environmental Security

Continuous Audit

Environmental Security

)

-
5°

. NEN .
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Module 4: Security and Compliance » Part 2: Security of the Cloud » AWS Security Control Framework

@® IT Operations

Logging

Vulnerability Management
Third-party penetration testing

Secure Communication
Prevent sensitive information in transit

Data Management
Detect suspicious activities

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Prevent unauthorized access from being undetected

BN
ceramazon | Traning and
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Module 4: Security and Compliance » Part 2: Security of the Cloud » AWS Security Control Framework
©® Access Controls

Account Audit
00000

Background Checks “
e0o00e0 Sl () @ @ © ® 0 Data Security
‘0

Credentials PoIicg ‘
0 00 @

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ':’:'mm | Tcme;ﬁﬁi"gcamggg 144



Module 4: Security and Compliance » Part 2: Security of the Cloud » AWS Security Control Framework
® Security Policy and Governance Controls

Governance
Guidance for operations and information security

Risk Assessment
Mitigate risks and reduce exposure to vulnerabilities

Compliance
Prevent inadvertent violation of laws & regulations

HENE
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Module 4: Security and Compliance » Part 2: Security of the Cloud » AWS Security Control Framework
©® Change Management Controls

Document and communicate the change

§

Plan implementation of change
Test changes

Peer-review of change

* _ Attain approval for the change by
Review all changes monthly authorized team members

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ] 3}3‘,25“,
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Module 4: Security and Compliance » Part 2: Security of the Cloud

Validated Global Security of the Cloud

® %9 oo @07y Auditors and standards from
e ® L Certifications/Attestations

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 'S amazon | Traning and 147



Module 4: Security and Compliance

What’s in Module 4

@ Overview of cloud security
@ Security of the cloud

> @ Security in the cloud

CLLL
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Module 4: Security and Compliance » Part 3: Security in the Cloud

Security Solutions

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Asset management

Data security

Network security

Security tools and services
Access controls

Automate security operations

ramazon

©7 webservices
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Module 4: Security and Compliance » Part 3: Security in the Cloud » Security Solutions
Asset Management

Asset

Identification

AWS

Config Asset

Audit Assets Inventory

Amazon
CloudWatch

Secure
Management

Change

Management

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.




Module 4: Security and Compliance » Part 3: Security in the Cloud » Security Solutions
Data Security

Understand ldentify key Ensure
where data management appropriate
resides policies controls

Review: v Connection methods

v Key management policies
v Encryption methods

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Y mbserebas



Module 4: Security and Compliance » Part 3: Security in the Cloud » Security Solutions

Network Security
‘ Always use security groups

‘ Augment security groups with network ACLs

Best

Practices _
Use trusted connections

‘ Design network security in layers

¥
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. "l%‘ﬁg,!‘m



Module 4: Security and Compliance » Part 3: Security in the Cloud » Security Solutions

Security Tools and Services

Networking Encryption
Virtual Web Key CloudHsm  Client-Side
Private Application Management Encryption
Cloud Firewall Service
(KMS)
ldentity Compliance
a
i Active : : :
Identity Director SAML Service CloudTrail Config
Access Y Federation Catalog
(1AM)

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 4: Security and Compliance » Part 3: Security in the Cloud » Security Solutions
Access Controls

Grant permissions to individual users/groups
Configure a strong password policy for users/groups
Enable MFA for privileged users

Delegate by using roles instead of by sharing credentials

Rotate credentials regularly

— ,5 Monitor activity in your AWS account

EENE
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Module 4: Security and Compliance » Part 3: Security in the Cloud » Security Solutions
Automate Security Operations

[
1. Decide what to do (Strategy) > -
Identify Your Workloads
\_ Moving to AWS Y,
4 )
2. Analyze and document | ,.
(outside of AWS) i Rationalize Security Define Data Protections Document
\ Requirements and Controls Security Architecture )
: - ) = I C 4 \
3. Automate, deploy, and monitor _ _ -
: Build/deploy Automate Continuously Testing and
\ :  Security Architecture Security Operations Monitor Game Days )
4 )
4. Certify /@/
: Audit and
\ : Certification )

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 4: Security and Compliance » Part 3: Security in the Cloud
Achievable Global Security and Compliance in the Cloud

b o @ o Auditors and standards from
X .;3.: o ** Laws, Regulations, and Privacy
< Alignments/Frameworks

L) .
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Module 4: Security and Compliance

Key Takeaways

What is “security of the cloud” referring to?

« Security measures that AWS implements and operates

« Physical and Environmental Security of AWS data centers
« |IT operations and access controls

« Security policy and governance controls

- Change management

« AWS certifications and attestations

What is “security in the cloud” referring to?

« Security measures that the customer implements and operates
« Achieving data and network security by leveraging AWS security tools and services
« Enforcing access controls on AWS

« Automating security operation and governance

EENE
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AWS Business Essentials

Module 1. Getting Started with the Cloud
Module 2: Leveraging AWS for Competitive Advantages
Module 3: Cloud Economics
Module 4: Security and Compliance
> Module 5: Migrating to the Cloud

(1]
. . . . 7L Ti d
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Module 5: Migrating to the Cloud

What’s in Module 5

The four steps to cloud success:
> @ Explore

® Experiment

©® Engage

O Enable

NENE
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Module 5: Migrating to the Cloud » Part 1: Explore
Deeper Dive into the Cloud

[urmit]

AWS Blog

Talk with Run your own AWS Self-Paced Lab
iIndustry peers workshops

AWS YouTube Channel

J .
AWSome Day @Qb AWS Online Course
. AWS
Atterelc\j/ e'rr‘]?sus”y documentation
and forums
Cloud
Journey
Preparation
_ i .
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Module 5: Migrating to the Cloud

What’s in Module 5

The four steps to cloud success:
O Explore

.~ @ Experiment
©® Engage

O Enable

NENE
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Module 5: Migrating to the Cloud » Part 2: Experiment
ldentify Your First Project

_» Static website

* Test and Development

Ideal initial projects

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ':*:'wm TCrahr iﬁng t?)Tr?

- Digital 4 - Web/mobile application service
. Storage " Virtual desktop
* Backup
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Module 5: Migrating to the Cloud

What’s in Module 5

The four steps to cloud success:
O Explore
® Experiment

.~ © Engage

O Enable

NENE
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Module 5: Migrating to the Cloud » Part 3: Engage
AWS Is Here for You!

Account Manager
Solutions Architect

SMEs
Customer Support teams

Pro-Serve Consultant
Technical Account Manager

You

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Module 5: Migrating to the Cloud » Part 3: Engage
AWS Helps Develop Your Skills

i

L\

Online
In a classroom

Take a Class Practice with a Lab

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Online
Live AWS services

Advance your career
Validate your expertise

Get AWS Certified

_ NENE o
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Module 5: Migrating to the Cloud » Part 3: Engage
AWS Partner Ecosystem

Consulting Partners

Technology Partners

System Integrators

Specialist Partners

« HPC
 DevOps
* Analytics

Find a suitable partner at http://www.aws-partner-directory.com

CLLL
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 'S amazon | Traning and 166



Module 5: Migrating to the Cloud » Part 3: Engage
AWS Marketplace

® O
awsmarketplace

@ Gitableau

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

V' Symantec

35 Categories
2700 Listings

205,000,000 ECZ2 Instance Hours

*’!docker @
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Module 5: Migrating to the Cloud

What’s in Module 5

The four steps to cloud success:
O Explore

® Experiment

©® Engage

> @ Enable

NENE
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Module 5: Migrating to the Cloud » Part 4: Enable
Create a Cloud Center of Excellence

i Develop a framework
i Act as the interface

% Provide data and cost governance

<

CCOE

“Give me a lever long enough and a fulcrum on which to place it, and | shall move the world.”
-Archimedes

LT
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Module 5: Migrating to the Cloud » Part 4: Enable

Migration Strategies

HENE
. . . . L TLT] Training and
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Module 5: Migrating to the Cloud
Key Takeaways

How could you get in touch with AWS cloud?

« Attend industry events; re:Invent, Summit and AWSome Day.

 Review AWS documentation and forums: AWS Blog, AWS YouTube Channel, AWS Online Course.
*  Run AWS Labs.

» Develop your Skills through training and certification.

* Leverage a large team of: Account Manager, SA, TAM, Pro-Serve Consultant and Partners.

LI
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Thank You

L
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